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*** START OF FIRST MODIFICATION ***

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [13] and the following apply.

Application layer: As defined by Internet Engineering Task Force (IETF) in RFC 1123 [19]. 

Closed access mode: H(e)NB provides services only to its associated CSG members.  A H(e)NB configured for closed access broadcasts a CSG Indicator and a specific CSG Identity.
Hybrid access mode: H(e)NB provides services to its associated CSG members and to non-CSG members.  A H(e)NB configured for hybrid access does not broadcast a CSG Indicator but does broadcast a CSG Identity.

IP layer: As defined by Internet Engineering Task Force (IETF) in RFC 1122 [18]

Interception Area: is a subset of the network service area comprised of a set of cells which defines a geographical zone.

Location Dependent Interception: is interception of a target mobile within a network service area that is restricted to one or several Interception Areas (IA). 
Non Local Identity: As defined by clause 5.1.2 General principles in TS 33.106 [7].
Open access mode: H(e)NB operates as a normal NodeB or eNodeB. A H(e)NB configured for open access does not broadcast either a CSG Indicator or CSG Identity.

Other LI specific definitions are given in TS 33.108 [11].

*** END OF FIRST MODIFICATION ***
*** START OF SECOND MODIFICATION ***
5.0
General

Figure 2 is an extraction from the reference intercept configuration shown in figures 1a through to 1e which is relevant for activation, deactivation and interrogation of the lawful interception.
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Figure 2: Functional model for Lawful Interception activation, deactivation and interrogation

In addition to the typical 3G ICEs functional entities, a new functional entity is introduced - the ADMF - the Lawful Interception administration function. The ADMF:

-
interfaces with all the LEAs that may require interception in the intercepting network;

-
keeps the intercept activities of individual LEAs separate;

-
interfaces to the intercepting network.

Every physical 3G ICE is linked by its own X1_1-interface to the ADMF. Consequently, every single 3G ICE performs interception (activation, deactivation, interrogation as well as invocation) independently from other 3G ICEs. The HI1-interface represents the interface between the requester of the lawful interception and the Lawful administration function; it is included for completeness, but is beyond the scope of standardisation in this document.

For VoIP CC Interception, the CC Interception Triggering Function and the CC Intercept Function are treated as one 3G ICE from a Lawful Interception administration perspective.

The target identities for 3GMS CS and PS interception at the SGSN, GGSN, 3G MSC Server and 3G GMSC Server can be at least one of the following: IMSI, MSISDN (or E. 164 number for optional Non Local ID) or IMEI.
NOTE 1:
Some communication content during a mobility procedure might not be intercepted when interception is based on MSISDN (only PS interception) or IMEI. The use of the IMSI does not have this limitation. For the availability of the target identities IMSI, MSISDN and IMEI (PS interception), refer to TS 23.060 [10].

The target identities for multi-media at the CSCF can be one or more of the following: SIP URI, TEL URI, or IMEI. Other identities are not defined in this release. 
The target identities for 3GPP WLAN Interworking interception can be MSISDN, IMSI or NAI. For the availability of the target identities in the I-WLAN nodes (AAA server, PDG, WAG), refer to TS 23.234 [14], TS 23.008 [15], TS 29.234 [16] and TS 24.234 [17].

NOTE 2:
The NAI might be a temporary ID, therefore the use of MSISDN or IMSI is recommended.

NOTE 3:
 Void 
NOTE 3A:
WLAN Interworking specifications (TS 23.234 [14], TS 24.234 [17] and TS 29.234 [16]) are no longer maintained for Release 12 onwards. This clause is therefore no longer maintained for WLAN Interworking.
The target identities for 3GPP HNB interception can be IMSI, MSISDN (or E. 164 number for optional Non Local ID), IMEI, or ME Id.  

Use of the HNB ID or the CSG Identity as a target identity is FFS.

In the case of location dependent interception the following network/national options exist:

-
target location versus Interception Areas (IAs) check in the 3G ICEs and Delivery Functions (DFs);

-
target location versus IAs check in the DFs (physical collocation of the DFs to the 3G ICEs may be required by national law);

-
location dependent interception is not applicable to CSCF.

NOTE 4:
Void

The IA is previously defined by a set of cells. From the location of the target this set of cells permits to find the relevant IA.

NOTE 5:
Void

It is not required that the 3G GMSC or the 3G GGSN are used for interception when Location Dependent Interception is invoked and the location of the target is not available.

 NOTE 6:
Location dependent intercept for the 3G MSC Server is not defined for this release.

The ADMF shall be able to provision P-CSCFs independently from S-CSCFs. If both P-CSCFs and S-CSCFs are administered within the network for intercept, redundant multi-media IRI may be presented to the agency as a result.

*** END OF SECOND MODIFICATION ***
*** START OF THIRD MODIFICATION ***
6.1
Provision of Intercept CC - Circuit Switched

Figure 12 shows the access method for the delivering of CC. The access method shall be a bridged/ T-connection.


[image: image2.emf] 

LEMF  

Delivery  Function 3  

o ther  party  

MGW  

Target  

Two stub lines  


Figure 12: Delivery configuration to the LEMF for the interception of a circuit switched call

The signals of both parties of the configuration to be intercepted are delivered separately to the LEMF. The delivery function has no impact on the connection between the subscribers.

The two stublines towards the LEMF are established in parallel to the call set up. For both stublines the address is used which has been provided during activation.

Bearer, and only bearer, is sent from the MGW to the bearer function of DF3.

NOTE 1:
Void

For data calls it is necessary to provide means for fast call establishment towards the LEMF to help ensure that the beginning of the data transmission is delivered.

The following information needs to be transferred from the 3G MSC Server to the DF3 in order to allow the DF3 to perform its functionality:

-
target identity (MSISDN or E. 164 Number (for optional Non Local ID), IMSI or IMEI, for DF3 internal use only);

-
the target location (if available) or the IAs in case of location dependent interception; 
-
correlation number (IRI <-> CC);

-
direction indication - (Signal from target or signal to target).
NOTE 2:
Void.

Additional information may be provided if required by national laws.

6.2
Provision of CC - Short Message Service

Figure 14 shows an SMS transfer from the 3G MSC Server to the LEMF. Quasi-parallel to the delivery from / to the mobile subscriber a message, which contains the contents of the SMS with the header, is generated and sent via the Delivery Function 2 to the LEMF in the same way as the Intercept Related Information.

The IRI will be delivered to the LEMF:

-
for a SMS-MO. Dependent on national requirements, delivery shall occur either when the 3G MSC receives the SMS from the target MS or from the Non Local ID party, or when the 3G MSC receives notification that the SMS-Centre successfully received the SMS;

-
for a SMS-MT. Dependent on national requirements, delivery shall occur either when the 3G MSC receives the SMS from the SMSC, or when the 3G MSC receives notification that the target MS or from the Non Local ID party, successfully received the SMS.
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Figure 14: Provision of Content of Communication - Short Message Service
*** END OF THIRD MODIFICATION ***
*** START OF FOURTH MODIFICATION ***
6.3.2
Structure of the events

The information sent to DF2 is triggered by different call related and non-call related events. Details are described in following clause. The events for interception are configurable (if they are sent to DF2) in the 3G MSC Server, HLR and LI LCS Client. They can be suppressed in the DF2. The events are listed as follows:

Call Related Events (applicable to the 3G MSC Server):

-
Call Establishment;
-
Answer;
-
Supplementary Service;
-
Handover;
-
Release.
Non Call Related Events (applicable to the 3G MSC Server):

-
SMS;
-
Location Update;
-
Subscriber Controlled Input.

HLR Related Events:

-
Serving System;

-
HLR subscriber record change;

-
Cancel location;

-
Register location;

-
Location information request;
LCS Related Events:

-
LALS Location Report.
Table 1 below shows the set of information that can be associated with the events. The events trigger the transmission of the information from the 3G MSC Server, HLR or from the LI LCS Client to DF2. Available IEs from this set of information can be extended in the 3G MSC Server, HLR or in the LI LCS Client, if this is necessary in a specific country. DF2 can extend available information if this is necessary in a specific country e.g. a unique number for each surveillance warrant.

Table 1: Information Elements for Circuit Event records

	Observed MSISDN


Target Identifier with the MSISDN of the target.

	Observed IMSI


Target Identifier with the IMSI of the target.

	Observed IMEI


Target Identifier with the IMEI of the target 

It shall be checked for each call over the radio interface

	Observed Non Local ID


Target Identifier with the E. 164 number of Non Local ID target.

	event type


Description which type of event is delivered: Establishment, Answer, Supplementary service,

Handover, Release, SMS, Location update, Subscriber controlled input, HLR subscriber record change, Serving 
System, cancel location, register location, location information request

	event date


Date of the event generation in the 3G MSC Server or in the HLR

	event time


Time of the event generation in the 3G MSC Server or in the HLR

	dialled number


Dialled phone number before digit modification, IN-modification etc.

	Connected number


Number of the answering party

	other party address


Directory number of the other party for MOC


Calling party for MTC

	call direction


Information if the target is calling or called e.g. MOC/MTC or originating/ terminating


In or/out

	Correlation number


Unique number for each call sent to the DF, to help the LEA, to have a correlation between each

Call and the IRI

	Network Element Identifier


Unique identifier for the element reporting the ICE.

	Location Information


Location information is the service area identity and/or location area identity that is present at the 3G MSC Server 
or at the HLR, and/ or as provided by the LI LCS Client

at the time of event record production. 


Country and network IDs can be considered as location information.


In some traffic cases the available location information can be the one received from the MME, i.e. the Tracking 
Area Identity (TAI) and/or the E-UTRAN Cell Global Identification (ECGI) as specified in the 3GPP TS 23.272 
 
 [30].

	basic service


Information about Tele service or bearer service.

	Supplementary service


Supplementary services used by the target e.g. CF, CW, ECT

	Forwarded to number


Forwarded to number at CF

	call release reason


Call release reason of the target call

	SMS initiator


SMS indicator whether the SMS is MO, MT, or undefined

	SMS Message


The SMS content with header which is sent with the SMS-service

	Redirecting number


The number which invokes the call forwarding towards the target. This is provided if available. 

	SCI


Non call related Subscriber Controlled Input (SCI) which the 3G MSC Server receives from the ME

	Other update: 


Carrier specific information related to its implementation or subscription process on its HLR.


6.3.3
Call Related events

6.3.3.1
Call establishment

For call establishment a call establishment-event is generated. This event is generated at the beginning of a call when the 3G MSC Server attempts to reach the subscriber. This information will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed IMEI

	Observed Non Local ID

	event type

	event date

	event time

	dialled number

	other party address

	call direction

	Correlation number 

	Redirecting number

	Network Element Identifier

	Location Information

	basic service

	Supplementary service


6.3.3.2
Answer

If the called party answers, an answer- event is generated. This information will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI 

	Observed IMEI

	Observed Non Local ID

	event type

	event date

	event time

	dialled number

	other party address

	Connected party

	call direction

	Correlation number

	Redirecting number

	Network Element Identifier

	Location Information

	basic service

	Supplementary service


6.3.3.3
Supplementary Services

For supplementary services events are generated with the information which supplementary service is used e.g. Call Forwarding (CF), Call Waiting (CW), Explicit Call Transfer (ECT), Multi Party (MPTY), Call Hold and information correlated to the service like the forwarded to number. This information will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed IMEI

	Observed Non Local ID

	event type

	event date

	event time

	dialled number

	other party address

	call direction

	Correlation number

	Network Element Identifier

	Location Information

	basic service

	Supplementary service

	Forwarded to number


*** END OF FOURTH MODIFICATION ***
*** START OF FIFTH MODIFICATION ***
6.3.3.5
Release

For the release or failed attempt of a target call, a release event with the following information is generated. This information will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed IMEI

	Observed Non Local ID

	event type

	event date 

	event time

	dialled number

	other party address

	call direction

	Correlation number

	Network Element Identifier

	Location Information

	basic service

	call release reason


*** END OF FIFTH MODIFICATION ***
*** START OF SIXTH MODIFICATION ***
6.3.4
Non Call Related events

6.3.4.1
SMS

For MO-SMS the event is generated in the 3G MSC Server. Dependent on national requirements, event generation shall occur either when the 3G MSC Server receives the SMS from the target MS (or from the party of the Non Local ID target) or when the 3G MSC Server receives notification that the SMSC successfully receives the SMS; for MT-SMS the event is generated in the 3G MSC Server. Dependent on national requirements, event generation shall occur either when the 3G MSC Server receives the SMS from the SMSC or when the 3G MSC Server receives notification that the target MS (or from the party of the Non Local ID target) successfully received the message. This information will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed Non Local Id

	event type

	event date

	event time

	Network Element Identifier

	Location Information

	SMS initiator

	SMS Message


*** END OF SIXTH MODIFICATION ***
*** START OF SEVENTH MODIFICATION ***
7.1
Provision of Intercept Product - Short Message Service

Figure 19 shows an SMS transfer from the 3G SGSN node to the LEA. Quasi-parallel to the delivery from / to the mobile subscriber a SMS event, which contains the content and header of the SMS, is generated and sent via the Delivery Function 2 to the LEA in the same way as the Intercept Related Information. National regulations and warrant type determine if a SMS event shall contain only SMS header, or SMS header and SMS content. Non Local ID targeting is optional and may require traffic analysis.
The IRI will be delivered to the LEA:

-
for a SMS-MO. Dependent on national requirements, delivery shall occur either when the 3G SGSN receives the SMS from the target MS (or from the party of the Non Local ID target) or when the 3G SGSN receives notification that the SMS-Centre successfully received the SMS;

-
for a SMS-MT. Dependent on national requirements, delivery shall occur either when the 3G SGSN receives the SMS from the SMS-Centre or when the 3G SGSN receives notification that the target MS (or from the party of the Non Local ID target) successfully received the SMS.


[image: image4]
Figure 19: Provision of Intercept Product - Short Message Service

*** END OF SEVENTH MODIFICATION ***
*** START OF EIGTH MODIFICATION ***
7.3
Provision of Intercept Related Information

7.3.0
General
Intercept Related Information (Events) are necessary at the Mobile Station Attach, Mobile Station Detach, PDP Context Activation, Start of intercept with PDP context active, PDP Context Deactivation, RA update, Serving System, Packet Data Header Information, and SMS events.

Other HLR, Non Local ID targeting for SMS (e.g. based on traffic analysis), LI LCS Client related and Serving System events reporting are national options.
Packet Data Header Information reporting is a national option.
Figure 21 shows the transfer of intercept related information to the DF2. If an event for / from a mobile subscriber occurs, the 3G GSN, LI LCS Client or the Home Location Register (HLR) sends the relevant data to the DF2. For Packet Data Header Information reporting, a 3G GSN either isolates the relevant data and sends it to the DF2 or sends the packet stream to another entity in the network (e.g., DF3) for isolation which then provides the relevant data to the DF2.

See clause 7A for multi-media Intercept Related Information produced at the CSCF.
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Figure 21: Provision of Intercept Related Information

7.3.1
X2-interface

The following information needs to be transferred from the 3G GSN, LI LCS Client or the HLR to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity (MSISDN or E. 164 number for Non Local ID, IMSI, IMEI);

-
events and associated parameters as defined in clauses 7.3.2 and 7.4 may be provided;

-
the target location (if available) or the IAs in case of location dependent interception;
-
Correlation number;

-
Quality of Service (QoS) identifier;
-
Encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.
The IRI should be sent to DF2 using a reliable transport mechanism.

The 3G GSN detects packets containing packet data header information in the communications path but the information needed for Packet Data Header Information reporting may need to be transferred from the 3G GSN either directly to the DF2 or via another entity in order to allow the DF2 to perform its functionality.

7.3.2
Structure of the events

There are several different events in which the information is sent to the DF2 if this is required. Details are described in the following clause. The events for interception are configurable (if they are sent to DF2) in the 3G GSN, LI LCS Client or the HLR and can be suppressed in the DF2.

The following events are applicable to 3G SGSN:

-
Mobile Station Attach;

-
Mobile Station Detach;

-
PDP context activation; 

-
Start of interception with mobile station attached (national option);

-
Start of intercept with PDP context active;

-
PDP context modification;

-
PDP context deactivation;

-
RA update;

-
SMS;

-
Packet Data Header Information.

NOTE:
Void

3G GGSN interception is a national option. Location information may not be available in this case. If interception is performed at the 3G GGSN, then Packet Data Header Information reporting shall also be performed at the 3G GGSN and not at the 3G SGSN.
If 3G direct tunnel functionality with the GGSN, as defined in TS 23.060 [10], is used in the network, then both the SGSN and the GGSN shall perform the interception of intercept related information.

When the SGSN connects an UE to a S-GW through the S4 interface ([10]), the SGSN is not required to report events PDP context activation (successful), Start of intercept with PDP context active, PDP context modification, PDP context deactivation; the SGSN shall report unsuccessful PDP context activation event.

The following events are applicable to the 3G GGSN:

-
PDP context activation;

-
PDP context modification;

-
PDP context deactivation;

-
Start of interception with PDP context active;
-
Packet Data Header Information.
The following events are applicable to the HLR:

-
Serving System:
-
HLR subscriber record change; 
-
Cancel location; 
-
Register location; 
-
Location information request.
LCS Related Events:

-
LALS Location Report.
A set of elements as shown below can be associated with the events. The events trigger the transmission of the information from 3G GSN, LI LCS Client or HLR to DF2, perhaps via a MF in the case of Packet Data Header Information. Available IEs from this set of elements as shown below can be extended in the 3G GSN or HLR, if this is necessary as a national option. DF2 can extend available information if this is necessary as a national option e.g. a unique number for each surveillance warrant.

Table 2: Information Events for Packet Data Event Records

	Observed MSISDN

MSISDN of the target.

	Observed IMSI

IMSI of the target.

	Observed IMEI

IMEI of the target, it shall be checked for each activation over the radio interface.

	Observed Non Local ID

	Event type

Description which type of event is delivered: MS attach, MS detach, PDP context activation, Start of intercept with PDP context active, PDP context deactivation, SMS, Serving System, Packet Data Header Information, Cell and/or RA update, HLR subscriber record change, Cancel location, Register location, Location information request.

	Event date

Date of the event generation in the 3G GSN or the HLR.

	Event time

Time of the event generation in the 3G GSN or the HLR. Timestamp shall be generated relative to GSN or HLR internal clock.

	PDP address

The PDP address of the target. Note that this address might be dynamic. In case the PDP type is IPv4v6, the parameter may carry two IP addresses.

	Access Point Name

The APN of the access point. (Typically the GGSN of the other party).

	Location Information

Location Information is the Service Area Identity (SAI), RAI and/or location area identity that is present at the GSN or present in the LI LCS Client at the time of event record production. Country and network IDs can be considered as location information.

	Old Location Information

Location Information of the subscriber before Routing Area Update

	PDP Type

The used PDP type.

	Correlation Number

The correlation number is used to correlate CC and IRI.

	SMS

The SMS content with header which is sent with the SMS-service. The header also includes the SMS-Centre address.

	Network Element Identifier

Unique identifier for the element reporting the ICE.

	Failed attach reason

Reason for failed attach of the target.

	Failed context activation reason

Reason for failed context activation of the target.

	IAs

The observed Interception Areas.

	Initiator

The initiator of the PDP context activation, deactivation or modification request either the network or the 3G MS.

	SMS Initiator

SMS indicator whether the SMS is MO or MT or undefined.

	Deactivation / termination cause

The termination cause of the PDP context.

	QoS

This field indicates the Quality of Service associated with the PDP Context procedure.

	Serving System Address

Information about the serving system (e.g. serving SGSN number or serving SGSN address).

	NSAPI

Network layer Service Access Point Identifier

The NSAPI information element contains an NSAPI identifying a PDP Context in a mobility management context specified by the Tunnel Endpoint Identifier Control Plane.

This is an optional parameter to help DF/MF and LEA's to distinguish between the sending mobile access networks when the GGSN is used as element of the PDG according TS 23.234 [14], Annex F.

	ULI Timestamp

Indicates the time when the User Location Information was acquired.

The parameter is specified in 3GPP TS 29.060 [37].

	Destination IP Address

The IP address, including type IPv4 or IPv6, of the destination of the IP packet.

	Destination Port Number

The port number of the destination of the IP packet.

	Flow Label (IPv6 only)

The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [41]).

	Packet Count 

The number of packets detected and reported (for a particular summary period).

	Packet Data Summary Reason

The reason for a Packet Data Summary message being sent to the LEMF (e.g., timed out, counter expiration, end of session)

	Packet Size

The size of the packet. (i.e., Total Length Field in IPv4 or Payload Length field in IPv6)

	Source IP Address

The IP address, including type IPv4 or IPv6, of the source of the IP packet.

	Source Port Number

The port number of the source of the IP packet.

	Sum of Packet Sizes (for a particular summary period)

The sum of values contained in the Total Length fields of the IPv4 packets or the sum of the values contained in the Payload Length fields of the IPv6 packets.

	Summary Period

Includes the dates and times of the first and last packets in a particular packet data interval.

	Transport Protocol (e.g., TCP)

The identification of the transport protocol of the packet or packet flow being reported.

	Other update: 

Carrier specific information related to its implementation or subscription process on its HLR


*** END OF EIGHTH MODIFICATION ***
*** START OF NINTH MODIFICATION ***
7.4.7
SMS

For MO-SMS the event is generated in the 3G SGSN. Dependent on national requirements, event generation shall occur either when the 3G SGSN receives the SMS from the target MS (or from the party of the “Non Local ID” target) or when the 3G SGSN receives notification that the SMS-Centre successfully receives the SMS; for MT-SMS the event is generated in the 3G SGSN. Dependent on national requirements, event generation shall occur either when the 3G SGSN receives the SMS from the SMS-Centre or when the 3G SGSN receives notification that the target MS (or the party of the “Non Local ID” target) successfully received the message. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI 

	Observed IMEI

	Observed Non Local ID

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information

	SMS

	SMS Initiator

	IAs (if applicable)


*** END OF NINTH MODIFICATION ***
*** END OF THE MODIFICATIONS ***
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